WireEdit + Beyond Compare for Win10
12/24/2019

WireEdit and Beyond Compare allows visual side-by-side packet compare. One
can compare selected packets from the same or different pcap files. The steps
to enable this functionality for Win10 are listed below. One could set up WireEdit
OSX and WireEdit Linux to work with Beyond Compare in the similar way.

Step 1

Install Beyond Compare (https://www.scootersoftware.com).

Install WireEdit 2.11 or later and launch it.

Select Options icon at toolbar.

In the left panel select Compare.

Select the path to Beyond Compare in Diff. Application on the right.

20T 8

o

. Options X leted

v Decoding
Port Mapping
v Protocols Diff. Params: i%l %2 ‘
ISDN
SS7
L2TP
DOCSIS
TLS
v Format
Columns
SS7 Point Codes
Export
Compare
v Appearance
Coloring
Fonts
Licensing

Diff. Application: lC:\Program Files (x86)\Beyond Compare 3\BCompare.exe ‘

ATTENTION: for other 'Compare' settings see 'Export' section

Restore Defaults Cancel




Step 2

a) Select Export in the left panel
b) Select the top four checkboxes on the right.

2 ipv6-1ICMPVE-HTTP.pcap eEdit - a
Fopen [Hsave “undo ¢ Redo FiFind BaReplace 7 Filter @ [] connected
o - A
No. 4. Options X h
2| |v Decoding Ingude packet Numbers (if selected in 'Columns' section)
Port Mappin
i o Protoco:)spl 9 Inclyde Timestamps (if selected in 'Columns' section)
5 ISDN Put gacket numbers and timestamps in square brackets What for?
6 SS7 Column Divider: [Space <
7 L2TP
8 DOCsIS ude Decoding
9 TLs Include Binary Data above Decoding
v Format
10 Columns [[] mclude Binary Data and Offsets on the left of Decoding
< >
SS7 Point Codes [] compact Field values
Name Export it
» E CW ATTENTION: all settings here affect both Export and Compare
» IP| |v Appearance
» IC Coloring
Fonts
Licensing
iRestore Defaults- | OK | ’ Cancel
0000bo——o5 5T oz 7 UT YU ITT —Zz7 UZr TT UI VU UU VU Ui i —ToIN
000010 00 00 00 20 3a ff fe 80 00 00 00 00 00 00 02 11 Ry
000020 25 ff fe 82 95 b5 ff 02 00 00 00 00 00 00 00 00  %....... ........
000030 00 01 ff 82 95 b5 87 00 79 e6 00 00 00 00 20 01  ........ Yeuro.
Check out our commercial products Packets: 55 Errors: 0 Warnings: 0




Step 3

Open a pcap file and select packets to be compared. Select a packet as shown
below, then select Set as Target to Compare from the context menu.

00:00:00.000000 |fe80::211:25ff:fe82

~ Cut

[E] 1Pv6-ICMPV6-HTTP.pcap [WireEdit] — O X
File Edit View Tools Help

= Open Save Undo Redo FiFind bBaReplace 7 Filter X Options [] connected
No. Relative Time Source Destination Length Layers ~

a2 R
O ££82:95b5 | 86 [ICHPV6

2 00:00:00.999613  fe80::211:25ff:fe82: ' c culoc | F782:95b5 86 ICHPV6
=L +
3 00:00:01.999505  fe80::211:25fF:fe82: oy ! ££82:95b5 86 ICMPV6
4 00:00:18.895680 fe80::2d0:9ff:fee3:¢ ® COPYHeaders 5 90 ICMPV6
cl f

5 00:00:19.315577 :: 4 Copy Decoding ££98:6e1 78 ICMPV6

6 00:00:20.446065 [2001:6F8:102d:0:10: Paste Ctrl+V Fp]:5353 211 UDP

7 00:00:20.447313  [2001:6f8:102d:0:107  pige Selected Fb]:5353 192 UDP

8 ©00:00:20.705918  [2001:6f8:102d:0:107  |yige Al But Selected Fb]:5353 211 UDP

9 00:00:20.955903  [2001:6f8:102d:0:103 S0y hidden packets Fb]:5353 211 UDP

10 ©0:00:20.957151 [2001:6¥8:102d:0:10: Fb]:5353 192 UDP

44 An.nn.na arrran  ranna.-ra.anna.n.an- % Delete Selected Del FLa . raea ann linn v
A % Delete All But Selected 2
Name Value & Edit Time.. [J edit
»

Ethernet 11 Time Reference
> 1Pve Edit t
» ICMPv6: Neighbor Solicitation ft-omment...

Set as Target to Compare,
Compare to Target

000000 33 33 ff 82 95 b5 00 11 25 82 95 b5 86 dd 60 00  33...... %o ... : [(]Bin ~
000010 00 00 00 20 3a ff fe 80 00 00 00 00 00 00 02 11 ... :... ........
000020 25 ff fe 82 95 b5 £f 02 00 00 00 00 00 00 00 00 %o ...... ..o.....
000030 00 01 ff 82 95 b5 87 00 79 e6 00 00 00 00 20 01  ........ Voo, v

Check out our commercial products

Packets: 55 Errors:0 Warnings: 0




Step 4

Select the second one, then select Compare to Target from the context menu.
Alternatively you could open another pcap file and select the second packet
from there. One could select multiple packets at each step.

2 00:00:00.999613

fe80::211:25Ff:fe82:95b5

ff02::1:ff82:95b5 86 ICMPv6

—[ffoz:1tozioshs | 86 [1cvo |

[E) 1Pv6-ICMPV6-HTTP.pcap [WireEdit] — O X
File Edit View Tools Help

= Open Save Undo Redo FiFind bBaReplace 7 Filter X Options [] connected
No. Relative Time Source Destination Length Layers "

< Cut Ctrl+X
4 ©00:00:18.895689 fe80:: ' ££02::16 90 ICMPV6
5 00:00:19.315577  :: “‘T =2y Sl ££02::1:98:6e1 78 ICMPv6
6 00:00:20.446065 [2001: 8 COPyHeaders 353 [££02::fb]:5353 211 UDP
7 00:00:20.447313 [2001: - Copy Decoding 353 [ff02::fb]:5353 192 UDP
8 00:00:20.705918 [2001: |  Paste Ctri+V 353 [ff@2::fb]:5353 211 UDP
9 00:00:20.955903  [2001: Hide Selected 353 [ff02::fb]:5353 211 UDP
10 00:00:20.957151  [2001: Hide Al But Selected 353 [ff02::fb]:5353 192 UDP
11 00:00:21.156538  [2001: Show hidden packets 353 [ff02::fb]:5353 199 UDP .
< X Delete Selected Del >
Name B Delete All But Selected [ edit
»
, itgmet = L Edit Time..
» ICMPv6: Neighbor Solicitat]  lime Reference
Edit Comment...
Set as et to Compare
Compare to Target
000000 33 33 ff 82 95 b5 @0 11 25 82 95 b5 86 dd 60 00 33...... % ... : [JBin ~
000010 00 00 00 20 3a ff fe 80 00 00 00 00 00 00 02 11 ... ... ........
000020 25 ff fe 82 95 b5 ff 02 00 00 00 00 00 00 00 00 %....... ..e.....
000030 00 01 ff 82 95 b5 87 @0 79 e6 00 00 00 00 20 01  ........ VR v

Check out our commercial products

Packets: 55 Errors:0  Warnings: 0




Step 5

a) Beyond Compare should start at this point. If not, go back to Step 1.

b) Select File Format from Tools top menu.

Manages the file format list.

° Compare Target.cpr <--> Last Selection.cpr - Text Compare - Beyond Compare - O X
Session File Edit Search View Tools Help
@ Sessions ¥ x # =|[F = & Options.. =R
|C:\...\LocaI\Temp\WireEdit\Cor l@  File Formats... Local\Temp\WireEdit\Last Selection.cpr v T=Ad
11/27/2019 227:06 PM 2,226 FTP Profiles... 7/2019 2:27:15PM 2,226 bytes WireEdit Compare ¥ ANSI P
o [ 1 e0:00-00.0 ~°urce Control Integration... [ 2 00:00:00.999613 | fe80::211:25Ff: A
- Ethernet II . - Ethernet II
Destlinati [@" Custornize Commandts— VR EA a0 0o0000000000000000000/
Source... Export Settings... (Yo 1F] ol of -
Type..... . W2B0o00000000000000000060000080004
Data..... Import Settings... oY )5 50 000000000000000000000000000
- IPv6 S S h - IPv6
Version.. L) SEIETEEE VerSion. ..o e e e e i e e e
Traffic | Ef EditTextFile Traffic Class.....ooeueeeneennnnn.
Flow Label...... ... .. ... ... ..... Flow Label..... ... ... ... ... .....
Payload Length.................... Payload Length....................
Next Header..............ciieono.. Next Header..............couoeen...
Hop Limit......... ... ..iiinoana.. Hop Limit..............oioiina....
Source Address. .........ciiiennan. Source Address. .........ciienn.n.. v
Destination Address............... Destination Address............... o
Extension Headers................. Extension Headers................. o
Nata N Nata
3:15 Default text < > Default text X 2|Y
Derrrnanann Destination. . ....cueeni it e e *6-octets:-33-33-ff-82-95:b5"
G seeeeDestination. ...l 6-octets:-33-33-ff-82:95-b5




Step 6

a) Create a new file format entry by clicking New at the bottom left.
b) Select Text Format.
c) Name it “WireEdit Compare”.

d) Enter the extension mask *.cpr as mask at General tab page.

File Formats

Additional file formats available at: http://www.scootersoftware.com/v3formats

/ L

Name Mask General Conversion Grammar Misc
2 WireEdit Compare *cpr
[ C,C++,C# Source *C*.cc*.cppi*.cs;*.h* . hpp
[ COBOL Source *cbl;*.cob;*.cpy*
[ Comma Separated V.. *.csv
[ Delphi Forms * dfm;*.nfm;*xfm
E Delphi Source * dpk;*.dpr;*.inc;*.pas
L4 Executables *386;*.bcp;*.bpl;*.dll*.drv,...
B HTML *asp;*.ascx;*.aspx;*.htm;*....
[/ Java Source *jav;*java
[7) MP3 Files *mp3;*.mpeg3;*.tag
3 MS Excel Workbooks ~ *xls;*xIsm;*xlIsx
[2 MS Word Documents  *.doc;*.docm;*.docx;*.dot;...
[ PDF Documents * pdf
 Perl Scripts *pl*.pm
= Picture Files * bmp;*.bw;*.cel;*.cut*.dib...
E Python Scripts *py
2 Registry Dumps *inij*.reg
B RTF *rtf
- Sorted Description:
[ 2801 * enl .

New.. } SaveAs.. + & Delete
Edit file format defaults:
&l Text Format
0 Data Format
= Dpicture Format Save Save As... Cancel

Close



Step 7

Select Grammar tab. Click New on the right as shown.

File Formats

3 Comma Separated ...
[ Delphi Forms

[ Delphi Source

[ Executables

B HTML

i Java Source

MP3 Files

3 MS Excel Workbooks

*cbl;*.cob;*.cpy*
*csv

* dfm;*.nfm;*xfm

* dpk*.dpr;*.inc;*.pas

*386;*.bcp;*.bpl*.dil*.drv...
* asp;*.ascx;*.aspx;*.htm;*....

*jav;*java
*mp3;*.mpeg3;*.tag
*xls;*xIsm;* xlsx

Edit file format defaults:

[2/ MS Word Documents  *.doc;*.docm;*.docx*.dot;...
2 PDF Documents * pdf
E Perl Scripts * pl*pm
[ C,C++,C# Source *G*.cc*.cppi*.cs;*.h* hpp
= Picture Files * bmp;*.bw;*.cel;*.cut*.di...
[ Python Scripts * py
E Registry Dumps * ini;*.reg
B RTF *rtf
E Sorted
[ 2 <0 *cnl
New.. SaveAs.. 4 ¥ Delete

B Text Format
B Data Format

= picture Format

?
General Conversionisc
New.. | Clone.. | Edit. |4 ¥ Delete
Line weights
Text matching Priority New...
Edit...
Delete
Save | ‘ Save As... ‘ ’ Cancel

Additional file formats available at: http://www.scootersoftware.com/v3formats Close




Step 8

gL

Ente
Ente

L0290

()

r M\[ in “Text from:” field.
r \] in “to:” field.

Select Reqular expressions below.

Name
= WireEdit

0 Comma

2 C,C++,C# Source
E COBOL Source

Mask ~ | General ConversionMisc

WE Numbers and Timestamps=Text from *\[ to \]

Compare *.cpr
*G*.cC*.cpp;*.cs;*.h;* hpp
*cbl;*.cob;*.cpy*

AN % erew

Enter “WE Numbers and Timestamps” in “Element Name”.
Select Delimited in “Category” list below.

2 Delphi F
2 Delphi S
L4 Executaly
B HTML
2 Java Sou
1 MP3 File
[ MS Exce
E MS Worg
E PDF Dod
B Perl Scrig
& Picture F
2 Python |
El Registry
E RTF
2 Sorted
INZIEENa| |
New... Sq

Edit file format]

Grammar Item ?
ElgmentTiaME: "~
{(WE Numbers and Timestamps) SR RPN
-~ — — (@ IE
Category \t-;:,/
O Basic @ ‘ .
@ Delimited
O List
O Columns
o= [] Stop at end of line
[[J Match character case
Regular expressions RE Examples
Help This element is case sensitive Cancel

Bl Text Format

0 Data Format

= picture Format

Save Save As...

Cancel




Step 9

Select Session Settings... from Session menu.

° Compare Target.cpr <--> Last Selection.cpr - Text Compare - Beyond Compare - O X
O —
(Session File Edit Search View Tools Help
S h————
New Session o ¥ 48 (D ESE
New Tab Ctrl+T pare Target.cpr ~ =24 |C:\...\Mike\AppData\LocaI\Temp\WireEdit\Last Selection.cpr v =~
New Window Edit Compare ¥ ANSI ¥ PC 11/27/2019 1:06:21 PM 2,222 bytes WireEdit Compare ¥ ANSI ¥ PC
OpensEsen Shift+Ctrl+O 39 211:25FF: fe82:95b5 1 - | 2 00:00:00.999613  fe80::211:25ff:fe82:95b5
- Ethernet II
3
lmaliigizzae U Destination...........iiiioiiiinnanannnn
Save Workspace As.. L L. SOUPC R e ettt e e e e eee s
........................ Y2 280000000060000000000066000000606000000
= Save Session ShifteCtrl+S | ... Data. .o e
&7 Save Session As... - IPv6
& Session Settings.. e VErSi0ON. ettt et aaaaan
@ m ........................ Traffic Class...oeie e ne i e e iaeaaaann
i T S Flow Label. . ... .. ... ..
Clear Session sShifteCtr+C | ..., Payload Length....... .. ... ... ... .. .....
Close Tab Crl+W ... Next Header. . ......uueeeeieeeenennnn
I Y Hop Limit.. ... ... ..o,
& SwapSides ..., Source AdAresSS. ....eeeeeeeeeeenaaanaann
9 Reload Files F5 S et Destination Address...............cccoea..
& Recompare Files Ctr+Fs  J--eeemiieee e Extension Headers........................
........................ Ao 0600000000000066000006600600000000060
) Text CompaiciReport licitation - ICMPv6: Neighbor Solicitation
¥ Text Compare Info Gl . L5 51
i Y PR, (00 Yo
Compare Files Using 4 Checksum
MergeFiles .. RESEPVEA . - ettt et e e
Compare Parent Folders ~ beeeeiiiiii i Target Address. ........ccoeininnnnennnnn.
address - Source link-layer address
Exit Crl+Q e L5 1=
L= 1 -4 o NN Length. ... i
Link-Layer Address...................... Link-Layer Address.....................
£
o
1:1 Default text < > 1:1 Default text < > ¥
Dlenene 1-00:00:00.000000- - - fe80::211:25ff:fe82:95b5-f102::1:ff82:95b5- + =+ === -- 86=TCMPV6= = sz ssinsinainas Neighbor-Solicif
G 2-00:00:00.999613- - - fe80::211:25ff:fe82:95b5 - ff02::1:ff82:95b5 - -« =+---- 86-ICMPV6: === erenee Neighbor-Solicif
< >
* 1 difference section(s) Important Difference Insert Load time: 0.07 seconds




Step 10

13 H L 13
a) Select Importance tab. See “WE Numbers and Timestamps” in “Grammar
P H
Elements” list.
b) Clear the checkbox on the left.
c) Select Everything else checkbox.
d) Select Auto update session defaults at the bottom.
GC‘:‘- e Targe L Tex e - Beyond C e - O
Session File Edit Search View Tools Help
@ Sessions v % % = |FH~@Bvlols/é st NE
D C\..\AppData\Local\Te l1_-'§x‘f C&n&%a_lr_e -SSesIsion Slettings *—-«—-—-—-—-— ? @ =g
11/27/2019 1:06:15 PM 0 elect! 5 ompare ¥ ANSI ¥ PC
| Specs Fprmat Importance Alignment Replacements
=2 1 00:00:¢ e 11:25ff:fe82:95b5 -
- Ethery These gettings define items that are important to the comparison.
Dest Grafhmar elements o — e
Sour ] WE Numb GTrEEm | N e
Type umbers and Timestamps ireEditCompare \ | feeeeiaiiiaiiiil,
Dats Son B 2 B -,
_ IpPve Edit Grammar...
Vers | ] e et
Trad | e
Floy | L e,
Payl | e
Nexd | L e e,
Hop| - i,
Sout Defaulttext e
Dest et e e,
Exte [Jieading whitespace .
Datg D Embedded whitespace ...................
- ICMPv€ tation
Typé UTrailing whitespace
Code Everythingelse e
Che TeMmRAmm—S— R e
Rese UCharactercase
Targ N (| - R
S Miscellaneous
our ess
Ty [JOrphan lines are always important e
L [ N | - S
L [JCompare line endings (PC/Mac/Unix) |
o3
Also update session defaults v Cancel o
1:1 Defay < > ¥
CEERE 1-00:00:00.000000- - - fe80::211:25ff:fe82:95b5 - ff02::1:ff82:95b5 =+« -« -« 80" ICMPVb == s e eces Neighbor-Solicii
& 2:00:00:00.999613- - - fe80::211:25ff:fe82:95b5 - ff02::1:ff82:95b5 86-ICMPV6 Neighbor-Solicii
< >

* 1 difference section(s)

Important Difference Insert Load time: 0.07 seconds




Step 11

Select lgnore Unimportant Differences in View menu

° Compare Target.cpr <--> Last Selection.cpr - Text Compare - Beyond Compare — Od X

Session File Edit Search View Tools Help
@ Sessions ¥/ %* # = | x ShowAll
IC:\...\Temp\WireEdit\Co # Show Differences

|2 E e

cal\Temp\WireEdit\Last Selection.cpr VI =~

11/28/2019 9:43:07 AM| = Show Same 019 9:43:12 AM 3,095 bytes WireEdit Compare

o [ 1 00:00 5 show Context 6 00:00:20.446065 ] [2001:6f8: A
& L FILTEREDLNES ———————————
=1 Dest ® Ignore Unimportant Differences Destination..................
L Sour Yo ¥ o of 3R
& v Ignored - FILTEREDLINES —————————————
=] Data )T s aaa000000600000000000000
e [>] Visible Whitespace L 4FILTEREDLINES ———————————
= Payl Line Numbers Payload Length...............
| Next o Next Header..................
o) {#] Syntax Highlighting 1FILTEREDLINES
= Sour ) ) Source Address...............
| Dest L[ Side-by-side Layout Destination Address..........
2 H Over-under Layout 1FILTEREDLINES ——————————————
=2 Data Webpages Datals oo el e
- ICMPv6 - UDP

Thumbnail View

Type Source Port..................

Code| #| Text Details Destination Port.............

Chec| & Hex Details Length. .. ... .. .
?ese &) Alignment Details o

arg
- Sour Ruler R
Ty| A’ FileInfo °
la Toolbars » Checkecum !

1:1 WE Nu . WE Numbers and Time < > ¢
D[ 1-00:00:00.000000- - - ]-fe80::211:25ff:fe82:95b5-ff02::1:ff82:95b5- == -====-- 86+ ICMPv6
@[ 6°00:00:20.446065" - - ]-[2001:6f8:102d:0:1033:c4c:7e57:b19e]:5353- [ff02::fb]:5353+-"
< >

Treats unimportant differences as same.

You are good to go. Select the range of packets, then select Set as Target to
Compare from the context menu. Select another range of packets in the same or
different file, then select Compare to Target from the context menu.
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